UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM

PHUONG NGOQC HA Déc 1ap - Tw do - Hanh phic
S6: 553 /UBND - VP Neoc Ha, ngay 27 thang 3 nim 2026
V/v nang cao hi€u qua cong tac bao vé
BMNN va an ninh mang
Kinh giri:

- Cong an phuong; Ban chi huy quan sy phuong;
- Céc phong, ban, don vi thudc phuong;
- Céc truong hoc trén dia ban phuong.

Thuc hién Luat Bao vé bi mat nha nudc nim 2025 va cac vin ban huéng dan
thi hanh Luat va Van ban s6 1885/CAHN-TTr ngay 23/3/2026 cua Cong an thanh
phd vé viéc nang cao hi¢u qua cong tac bao v¢ BMNN va an ninh mang (gui kem
theo).

Pé ting cwong cong tac bao vé bi mat nha nwée trén moi trwong mang,
UBND phwong yéu cau Thi trwéng cac don vi:

1. Quan tri€t va nang cao nhan thirc cua can bg, cong chirc, vién chuec:

- T chuc phé bién, quan tri¢t dﬁy du céc quy dinh cta phap luat vé bao vé bi
mat nha nudc dén toan thé can by, cong chirc, vién chirc va nguoi lao dong.

- X4c dinh 10 trdch nhiém c4 nhan trong viéc quan 1y, st dung, luu trir va trao
doi thong tin thudc danh muc bi mat nha nudc.

2. Quan ly chat ch€ thong tin trén moi truong mang:

- Nghiém cAm: Pang tai, chia sé thong tin thudc danh muc bi mat nha nudc
lén Internet, mang xa hoi, email c4 nhan, tng dung OTT (Zalo, Telegram,
Messenger...). St dung thiét bi ca nhan dé xur 1y tai liéu mat khi chua duoc phép.

- Thyc hién nghiém: Chi sir dung hé théng thong tin, phan mém duoc cap c6
tham quyén cho phép khi xtr Iy van ban mat. M3 hoéa, dat mat khau va phan quyén
truy cap doi vaéi tai ligu dién tr c6 chira nd1 dung bi mat nha nudec.

3. Bao dam an toan hé thong thong tin:

- Ra soat toan by hé théng may tinh, mang ndi bo.

- Chi1 dong trién khai phan mém diét virus cho cdc mdy tinh cta don vi.

- B4 tri may tinh, may in dé soan thao vin ban mang bi mat nha nudc, khong
két noi Internet d6i voi cac may xu ly tai li¢u mat.

- Thuong xuyén cap nhat hé théng tuong lra, mang may tinh, sao luu dit li€u,...

4. Cong an phuong:
- Chu tri hudng dan, kiém tra cong tac bao vé bi mat nha nudc;



- Phéi hop phét hién, xir 1y cac hanh vi 1am 1§, mat bi mat nha nudc trén
khong gian mang.

5. Quan Iy thiét bi va tai khoan:

- Khong str dung USB, thiét bi luu trir khong rd ngudn gdc, chua dugc kiém
tra an toan thong tin vao may tinh co quan.

- Khéng str dung chung tai khoan, mat khau; dinh ky thay d6i mat khau.

- Khi can bo chuyén cong tac, nghi vi¢c phai thu hoi toan bo tai khoan, thiét
bi lién quan.

6. Cong tac kiém tra, bao cao:

- Ty kiém tra viéc chp hanh quy dinh vé bao vé bi mat nha nudec.

- Pinh ky (6 thdng/nam) bdo cao UBND phuong (qua Van phong HPDND va
UBND) két qua thuc hién hodc khi ¢6 su cd mat an toan thong tin, nghi 16 bi mat nha nude.

7. T chirc thuc hién:

- Thu trudng cac don vi chiu trach nhiém trudc UBND phudng néu dé xay ra
16, mat bi mat nha nude do 161 chu quan.

- Van phong HDND va UBND phudng theo ddi, don ddc, tong hop tinh hinh,
kip thoi tham muu UBND phuong xem xét, chi dao.

UBND phuong yéu cau Thi trudong cac don vi nghiém tic trién khai thyc
hién./.

Noi nhan:

- Nhu trén;

- TT Bang uy- TT HDND phuong;
- Cac d/c PCT UBND phuong;

- Luu: VT.
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